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Introduction

Long recognized as a critical business process, the term risk management is most often used to refer to
strategies that reduce the possibility of a specific loss. But before the implementation of strategies
directed at minimizing consequences and maximizing opportunities, risk management has to involve the
process of identifying, assessing, and prioritizing risk.

The healthcare supply chain is facing unprecedented challenges to reduce costs while improving patient
outcome. Measures to ensure quality of care under new budget constraints are taking many forms, but
surprisingly the area of risk management is not often identified as a key area of focus for reducing costs
while safeguarding patient care.

Why is this? Lack of an independent supply chain risk management program could be one reason risk
management does not always come to mind when looking at avenues for avoiding unnecessary costs and
meeting budget goals in supply management. Ask a healthcare supply chain leader about his or her risk
management program and you are likely to hear that rather than being handled as a separate set of
strategies within the supply chain department, it is handled as part of a larger program within the
organization, often under the same umbrella as disaster preparedness, patient safety and emergency
planning. All of these functions may incorporate supply chain but have many components of risk outside
of supply chain as well .

This way of approaching risk management within a healthcare system seems to hold true for many
organizations, though certainly not all. But even among those organizations with similar approaches to risk
management functions as they relate to supply chain, there is still disparity between what risk
components are being identified, prioritized and addressed.

The net result of these differences in defining, addressing and recognizing risk components is often a
blurring of recognition that risk management could be playing a crucial role in helping supply chain
departments meet cost and quality goals through identifying and avoiding the costs associated with
potential areas of risk.



Taking the Temperature

IDN Summit set about to gain some insight on the status of risk management practices in today’s
healthcare organizations by partnering with Eric O’Daffer, research director, Gartner, to do a small
number of personal interviews with healthcare supply chain leaders. Through these personal interviews,
IDN Summit and Gartner hoped to gauge the level of interest in exploring the area of healthcare supply
chain risk management further, potentially leading to development of future educational and research
opportunities.

The goals of the interviews were to gather anecdotal evidence of how healthcare organizations were
thinking about risk management, what approaches were undertaken to identify and prioritize risk, and the
level of interest among supply chain leaders for research and further discussion in the area of supply chain
risk management.

Gartner and IDN Summit asked supply chain leaders from five healthcare organizations
the following questions regarding their risk management practices:

Do you have a supply chain risk management strategy currently?
If so, what components does your supply chain risk management strategy
include?

How does your organization manage supply chain risk and how do you prioritize
perceived risks?

Is supply chain risk management an ongoing process or something more like
emergency preparedness?

What areas of supply chain risk have you identified?

How do you track potential supply chain risks to your organization?

How do you communicate supply chain risk upwards in your organization?

Results varied on how risk management of the supply chain was defined within the system, but it was
common for these organizations to approach risk primarily from an emergency preparedness standpoint.
Indeed, in some organizations, supply chain risk management was limited almost entirely to emergency
planning functions.

Examples of steps that these organizations took in terms of risk management with a strong emphasis on
emergency preparedness included:
* Ensuring adequate supply of product that could fluctuate according to perceived risk.
* Partnering with a neighboring competitor to forge an agreement for mutual assistance when
possible by way of supplies, facilities or personnel in case of emergency or natural disaster.
* Initiating a process by which products critical to life are identified and kept in adequate supply to
balance with demand forecasts.

Not all of the organizations focus the majority of their risk management efforts in the area of emergency
management. For these organizations, supply chain risk management is often a part of an overall risk
management plan, or as one interviewee put it, supply chain risk management exists throughout the
fabric of the organization. The risk management strategy for these organizations is primarily geared
toward demand-supply risks, relying on demand forecasting, vendor risk and other data points. But their



risk management strategies can also be concerned with things like records management, support services
and data integrity.

There were several models for how this was being done, including cross-functional committees and staff
members dedicated to various areas of risk management. One organization makes use of a safety
committee and risk management team which tracks trends and utilizes benchmarking to aid in developing
and implementing strategies. This organization also has a system for tracking and prioritizing risks, even
incorporating a framework for categorizing and identifying risk throughout the organization that is
updated on an annual basis. This detailed document is then shared with appropriate staff and updated as
necessary throughout the year.

Some of strategies involved in risk management of the supply chain beyond emergency preparedness
included establishing a process for addressing product recall, taking additional precautions to prevent
abduction in the neonatal center, establishing patient safety guidelines, creating a dedicated plan for
addressing facility-borne infection control and developing a contingency plan for equipment and
technology failures.

Communicating Risk Management Process
There are a number of levels to consider in communicating the risk management process within a
healthcare organization, whether it is lateral across departments or upwards through the chain to
management. Those systems interviewed varied in the formality of written risk management plans and
again, in the existence of a written risk management plan as it related exclusively to the supply chain with
——— yery few indicating such a formal plan exists. However, in
organizations where broader risk management plans exist,
In organizations where broader there is greater likelihood of a formalized, written plan that is
risk management plans exist, there ~ shared across departments and communication to upper
management regarding risk events seems better established.
As with other occurrences, it was desirable to formulate a
solution to any negative consequence of a perceived risk
shared across departments and before communicating the incident to leadership.
communication to upper
management regarding risk events ~ One organization noted it had multiple risk management
strategies that were communicated throughout the
organization, though not all readily accessible from the same
—_————documeent. By utilizing the varied pieces of its risk management
program, the organization felt it adequately covered areas like product failure, product recalls, risk
impacts on clinical care, management of supplier representatives and access to information.

is greater likelihood of a
formalized, written plan that is

seems better established.

Healthcare systems also utilized practices like scenario planning to prepare for and communicate potential
risks and risk management strategies.

Risk Management Principles and Integrated Approaches

The experiences shared by the healthcare systems that were interviewed are fairly indicative of the
variance that exists in risk management approaches, not only throughout the healthcare industry but
throughout other industries as well.

International risk management consultant, trainer and author Dr. David Hillson points out that while risk
management is recognized as a necessary tool for businesses of all sizes to utilize in addressing the



inevitable uncertainties, the process often fails to meet expectations. “The evident disconnect which often
occurs between strategic vision and tactical project delivery typically arises from poorly defined project
objectives and inadequate attention to the proactive management of risks that could affect those
objectives,” he says. One of the main failings in the traditional approach to risk management, he says,
arises from a narrow focus on the downside.

While risk management is almost always thought of in terms of controlling negative outcomes, Hillson says
such an approach is shortsighted. What is necessary is to overcome such shortcomings by widening the
scope of risk management to encompass both strategic risks and upside opportunities, creating an
integrated approach that can bridge the break between strategy and tactics.

“Integrated risk management addresses risks across a variety of levels in the organization, including
strategy and tactics, and covering both opportunity and threat,” he explained. “Effective implementation
of integrated risk management can produce a number of benefits to the organization which are not
available from the typical limited-scope risk process.”

Hillson noted that all business activity, regardless of the industry, is undertaken in an environment of
uncertainty, arising from a range of sources, whether they be technical issues, commercial constraints,
management influences or outside dependencies.

But Hillson points out that risk is not the same as uncertainty. Risk only comes into play when uncertainty
has the capability of impacting objectives. Some uncertainties have this quality while others do not. Those
that don’t, are not risks. “It is the relationship between risk, uncertainty and objectives that makes risk
management such an important contributor to both project success and business benefits,” said Hillson.

Strategy Development

Regardless of how risk management is approached, the
gathering and utilization of data is essential for avoiding
incidents that have the potential for negative impact
and identifying those with potential benefits. Such data
helps form the foundation for moving forward with risk
management strategies

The Gartner risk management strategy
toolkit focuses on potential for risk to
cause harm to organization or project
when assessing risk. Therefore, relevant
questions to ask a cross-functional team

are:
Gartner has created a toolkit for developing strategies

for risk management in supply chain across multiple
industries. “In doing so, Gartner has developed a five-
phase framework for moving from a strategy/ design to
a monitoring phase,” explains O’Daffer. O’Daffer
explains that the five phases are further categorized as
progressing from an assessment mode to that of
treatment and finally to ongoing management of risk.

What are the key risks?

Are they external or internal?
What category do they fall into?
Are they predictable or
unpredictable?

How likely is this risk to occur?
What is the positive and

) . . . negative impact?
The first phase—strategize and design—is the overall

directional and planning phase that focuses on the

design and blueprinting of the "why and how" of supply

chain risk management—that is, the business reason why the enterprise is engaged in supply chain risk
management and the respective boundaries that will define the trade-offs between value, costs and
exposure.




According to Gartner, the key goal of the toolkit is the creation, documentation and articulation of the
supply chain risk management plan. O’Daffer says that it’s crucial that the supply chain risk planning
process align with the overall company objectives, supply chain strategies and enterprise-wide risk
process.

eeesessssssssssssessssssmmmmmn. 1 NE second phase—identify and assess—is the “what” stage.
“This is where the work begins,” O’Daffer says. “Identifying and

Ideally, Gartner suggests a cross- assessing risks are at the core of effective risk management.”

functional team of supply chain, .

Ideally, Gartner suggests a cross-functional team of supply

business unit, customer service, chain, business unit, customer service, finance and others are

finance and others are needed to needed to identify, prioritize and assess the likelihood of a risk

identify prioritize and assess the occurring. Like the Hillson model for integrated risk

likelihood of a risk occurring. management, the Gartner risk management toolkit calls for
identifying both positive and negative impacts of the factors
identified.

“If healthcare organizations can begin to work through phases 1 and 2 in their risk management
approaches, they will build a strong foundation for moving forward into other phases where they will
begin to analyze and manage these risks,” says O’Daffer.

Conclusion

Healthcare supply chain risk management functions vary from one organization to the next, though supply
chain leaders seem to recognize the importance of this business process whether they are able to devote
a dedicated staff and program to look at risk management purely from a supply chain perspective or have
the functions somehow interwoven with the organization’s other risk management strategies.

In order for supply chain risk management efforts to operate at an optimum level, healthcare
organizations need to have in place a framework for identifying and assessing risk, then develop a plan for
moving toward its management. Gathering and analyzing data plays a crucial role in the successful
implementation of a risk management effort.

Questions for Discussion

1. What are the primary areas of risk your supply chain organization has identified?

2. What are the biggest roadblocks to greater use of risk management processes in your
organization?

3. How can Supply Chain leaders overcome the limitations of data and information shared within
your organization that could lead to enable more optimal risk management?

4. How can you as a supply chain leader help to drive the shift toward greater use of a concerted risk
management effort in order to help reduce costs and improve patient outcomes?

5. ldeally, how should supply chain risk management interact with other risk management functions
at your organization?

6. What is the most difficult phase or step in an effective risk management process?





